Quick Start Backing up a PIX Firewall

Backing up a PIX
Firewall

When reprovisoning a server, unless you backup your firewall settings, they
will be lost. You can back up PIX Firewalls using either SSH or the PDM GUI and
the command line.

Backup using SSH

1. SSH into the firewall. Log in with username ‘pix’ and the password that is
shown for the firewall. Once logged in, type ‘enable’ and then re-enter the
password. This is a behavior similar to typing ‘su —* in Linux to switch to the
root user, without doing it there will be certain actions that cannot be per-
formed.

= 208.109.87.51 - PuTTY

g8.109.
help or
pixfirewall:>
ixfirewall> enakble
Pz ol
ixtirewvall# |

2. Afterlogging in its good to change the size of the pager before continuing. The
pager is what the OS on the PIX firewall uses to decide how much information
can be displayed at once.

@ Typing ‘show pager’ will display the current limit.

@ Typing ‘pager ### where ### is an actual number will change the limit,
see the screen shot for an example.
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£ 208.109.87.51 - PUTTY

pixfirewall# show pager
r lines
irewall# pager 300
irewal 1§
r lines
pixfirewall# 1_|.]

3. Now we can enter the “show run” command, which will display the existing
rules in their entirety. Above is the command being run and the first few lines,
followed by a shot of the end of the list. This will generally be at least 40-50
lines of data, and should all be copied out of SSH and saved to a text docu-
ment.

22 208.109.87 51 - PuTTY

ethernetd 100full
interfac ethernetl 100full

ityl100
&n encrypted
Sn encrypted
stname pixfirewall
in-natme HOCWinDedPIXE.secureserver.net

Restoring this data is simply a matter of taking the lines that contain the
rules, which begin after the “PIX Version X.X(X)” line, and pasting them into
the console once logged in to the PIX via SSH.
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Backup using the PDM GUI/Command Line

1. Loginto the PDM interface, select Command Line Interface from the
Tools menu.

~ Cisco PIX Device Manager 3.0 - 208.109.87.51
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2. Once in the CLI, which looks like the above image, type show run and
you should see output similar to that shown above. Copy this output
and save it to a text document, this is the backup.
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3. Restoring via the PDM is done by hitting the “Multiple Line Command...” but-
ton from inside the CLI. This opens the following interface, which you can
paste the saved output into. Doing this and hitting “Send” reapplies the fire-
wall rules:

= Command Line Interface

Command Line Interface

Type a command to be sent directly ta the fireweall. For command help, type a command
follovwed by a guestion mark. Ifyou make changes to the firewall, click the Refresh icon to
reload the changed configuration into PDM. Ta make the changes permanent, use the
File=Yrite Configuration to Flash menu option to save the configuration to flash.

CLI Command

[ SubCommand

Cammand: | Show rur|

Response:

telnet timeout 5 |
s5h 0.0.0.00.0.00 outside

sshtimeout 5

managementaccess outside

console timeout 0

username ahswinded password bemrScEizMMagDiF encrypted privilege 15
terminal width 20

Cryptochecksum:bSa?4 387644850817 c 3661 dB9T cB0a5E

cend

Send Clear Response | Multiple Line Command... |

Close | Help ‘
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